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Critical Needs for S uocoess

 Ensure a hi gh degree of trust in the
data

* Provide secure environment for a
geographicall y dispersed user group
while minimizin g client maintenance

 Enhance process throu ghputby
reducin g paper handlin g (includin g
pen/ink si gnatures)
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S ecurity Model
R equirements

Accommodate a geographicall y
dispersed user group

Minimize maintenance associated
with client platforms

Guarantee protection of the s ystem

Maintain flexibilit y in connectin g to
diverse data sources
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Approach for the
S ecurity Model

e Minimize client dependence
Client security not counted as part of the model
Centralized assignment file maintenance
Forms served from server via Polyserver

e Guarantee s ystem securit y

Use Unix system authentication with restricted
shells

Use Oracle role-based access controls
Use TRIPS role-based navigation restrictions
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B enefits

End users can’t easil y tamper with
their confi guration

Distribution of new s ystem versions
IS simplified

Enhances abilit y to se gregate
development, test, and production
environments

Enhances abllit y to do effective CM
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Wheat is a Digtal Signature?

 Non-Reputable: Authenticit y of both
data and si gner Is not questionable.

 Public Ke y: Verifies si ghature and IS
certified and widel vy distributed.

e Private Ke y: Creates the si ghature
and is held privatel y by the signer.
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Application of E lectronic
S ignatures

Auditor
Traces
History

Operator Independent Site Project
Acquires Reviewer Manager
Data Checks Data e —»| Approves Data [
transmission to
WIPP

Verify all

signatures

e" May 3-6, 1998 Enterprise Reality

34









